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Presenter Notes
Presentation Notes
HI EVERYBODY – WELCOME TO THIS SPECIAL SERIES OF MODULES FOR THE WATER SECTOR ON:

THE FIVE ICS CYBERSECURITY CRITICAL CONTROLS



1 All attendees will be 
muted. If you have 
any questions or 
comments, please 
put them in the chat. 

2 The slides and 
recording will be 
available after the 
presentation on the 
AMWA website.

REMINDERS



Dean Parsons B.SC., GICSP, GRID, CISSP, GSLC, GCIA
• Certified SANS Instructor
• ICS515:ICS Visibility, Detection and Response
• NEW ICS418: ICS Security Essentials for Mangers (co-author)

22 years IT & OT/ICS cyber defense 
Telecommunications
Power power generation, transmission, distribution
Oil & Gas, refineries, marine, storage and fuel distribution
OT/ICS Security Assessments across multiple sectors
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Presenter Notes
Presentation Notes
THIS IS A POSITIVE SLIDE! LOOK AT ALL OF THE TIME AND OPPORTUNITIES THERE ARE TO STOP THE ADVERSARY!

BRIEF SLIDE

WE HAVE SO MUCH MORE TIME TO DETECT THE ADVERSRY BEFORE THEY CAN ACTUALLY HAVE AN IMPACT!

ICS DEFENSE IS ACTUALLLY MORE DOABLE THAN IT SECURITY, PERIOD! STATIS ENVIRONMENTS, FAR FAR FAR FEWER USERS CONNECTING TO THE INTERNET, ZERO USERS GOING TO FACEBOOK/YOUTUBE AND CHECKING EMAIL FROM THE ICS – BUT IF YOU DO THIS FROM YOUR ICS – PLS CONNECT WITH ME ON THE BREAK!  




SANS ICS | sans.org/ics 5

Presenter Notes
Presentation Notes
THIS IS A POSITIVE SLIDE! LOOK AT ALL OF THE TIME AND OPPORTUNITIES THERE ARE TO STOP THE ADVERSARY!

BRIEF SLIDE

WE HAVE SO MUCH MORE TIME TO DETECT THE ADVERSRY BEFORE THEY CAN ACTUALLY HAVE AN IMPACT!

ICS DEFENSE IS ACTUALLLY MORE DOABLE THAN IT SECURITY, PERIOD! STATIS ENVIRONMENTS, FAR FAR FAR FEWER USERS CONNECTING TO THE INTERNET, ZERO USERS GOING TO FACEBOOK/YOUTUBE AND CHECKING EMAIL FROM THE ICS – BUT IF YOU DO THIS FROM YOUR ICS – PLS CONNECT WITH ME ON THE BREAK!  




Related Business Case Walkthroughs (4)

6

Foothold in IT 
network

Pivot to ICS/OT 
network Live off the land Abuse ICS 

against itself Impact Safety

Presenter Notes
Presentation Notes
Ransomware, at the time of writing this ICS418 update, only has been observed targeting traditional operating system, some of which may be used at the higher level of the control systems – Purdue 2 or 3 for example. Even EKANS ICS-tailored ransomware does not target non-traditional operating systems or engineering hardware. This could, and likely will change, moving forward.

Reference:
https://www.sans.org/blog/ransoming-critical-infrastructure-emergency-webcast-transcript/
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Industrial Cloud Integration

Supply Chain

ICS IR Maturity

Regulation

ICS Targeted Malware

Low Moderate CatastrophicHigh

Trends 2023-2024
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Presenter Notes
Presentation Notes
RISK-FOCUSED
- HIGH RISK IN THESE AREAS 
- HIGH RISK OF IMPACTFUL ICS TARGETED MALWARE
- HIGH RISK IN ICS SUPPLY CHAIN ATTACKS
- EXAMPLE – ICS INCIDENT RESPONSE PLAN MATURITY – YOU MAY NOT HAVE A DEDICATED ICS IR PLAN – ONLY ABOUT HALF ICS FACILITIES ACTUALLY HAVE AN ICS IR PLAN THAT’S DOCUMENTED AND EXERCISED!
- EMERGING TREND AND SUPPORT OR ‘PUSH’ FROM VENDORS FOR INDUSRIAL CLOUD INTEGRATION
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Remote Access is a Problem in Critical Infrastructure

Process Data 
Collection 
Malware

Remote 
Access Toolkit

Operator Data 
Collection 
Campaign

SIS 
Manipulation

ICS Modular 
Malware

2

2022
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Remote Access is a Problem in Critical Infrastructure
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Remote Access is a Problem in Critical Infrastructure
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Remote Access is a Problem in Critical Infrastructure

11

Threat Intel illustrates:
1. ICS attacks commonly begins in IT
2. ICS attacks not just Malware
3. ICS attacks include direct interaction with 

HMI, after pivot Data Historian etc.
4. ICS attacks abuse industrial protocols

• OPC, DNP3, ModbusTCP, IEC-104, ProfiNet etc.
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IT and OT/ICS Security Differences

• Safety of people and physical industrial assets
• Operational drivers
• Constraints that shape design, operations, maintenance
• Interactions with OT environments

12

Presenter Notes
Presentation Notes
This page intentionally left blank.
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Safety of People and Physical Industrial Assets (1)

• Industrial engineering control 
system assets are often compared to 
traditional IT assets. Traditional IT 
assets focus on data at rest or data 
in transit.

OT/ICS engineering processes and 
operating technology environments focus 
on managing, monitoring and controlling 
real-time systems for physical input values 
and controlled output physical actions.

Moving/Securing Data Enabling/Securing Physics

13

Presenter Notes
Presentation Notes
IT = MOVING/SECURING DATA
OT/ICS = ENABLING / SECURING PHYSICS, MAINTAINING SAFETY
ICS/OT ASSETS OFTEN COMPARED TO TRADITIONAL IT ASSETS.
TRADITIONAL IT ASSETS FOCUS ON DATA AT REST
DATA IN TRANSIT

OT/ICS ENGINEERING ENVIRONMENTS FOCUS ON
MANAGING, MONITORING AND CONTROLLING
REAL-TIME SYSTEMS WITH PHYSICAL INPUT VALUES
CONTROL PHYSICAL OUTPUT/ACTIONS IN THE REAL WORLD

:books:
The Differences Between ICS/OT and IT Security 
This SANS industrial control systems (ICS) poster offers guidance on defining the differences between cybersecurity defense methodologies, security controls, safety, impacts, skill sets, and the security missions for ICS/OT (operations technology) compared to traditional information technology (IT) security.
https://www.sans.org/posters/the-differences-between-ics-ot-and-it-security/
:books:


Let’s take a focused look at some differences in cyber security between the traditional IT environments, compared to the security in ICS/OT environments.

ICS/OT’s primary objective is to maintain Safety of people, then physical engineering assets. ICS focuses on engineering systems, industrial embedded control systems that create a physical action in the real-world.

Industrial engineering control system assets are often compared to traditional IT assets. However, traditional IT assets focus on data at rest or data in transit. Whereas OT and industrial systems manage data that focus on real-time systems for physical input values and controlled output physical action.
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Water Sector Equipment

14

Presenter Notes
Presentation Notes
Pumping stations—Facilities that lift wastewater to higher elevations for transport

Collection networks—Systems that gather wastewater from various sources

Treatment facilities-To treat used water from households, businesses, and industries so it can be safely returned to the environment or reused.

Distribution systems—Networks delivering treated water to consumers

Digital control and monitoring systems—Automated setups overseeing wastewater processes

Central SCADA Systems: Supervisory Control and Data Acquisition systems used for remote monitoring and control of various equipment and processes in water management sector. And in many cases across large geographic dispersed regions. 
AND THESE OPERATIONS HAVE BEEN TARGETED IN THE PAST AND EVEN RECENTLY.
THE ICS IR PLAN SHOULD ADDRESS THE ENGINEERING OPERATIONS AND ENGINEERING RECOVERY AT THESE SITES.
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Safety of People and Physical Industrial Assets (2)

IT INCIDENT ICS INCIDENT

Business applications unavailable Loss control of physical process

Data corruption Manipulation of physical process

Data loss Personnel Safety, loss of life

Impacts
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Presenter Notes
Presentation Notes
SO WHAT HAPPENS IN AN:
IT CYBER INCIDENT?
VS.
ICS/OT CYBER INCIDENT?
BRIEF SLIDE  
:books:
The Differences Between ICS/OT and IT Security 
This SANS industrial control systems (ICS) poster offers guidance on defining the differences between cybersecurity defense methodologies, security controls, safety, impacts, skill sets, and the security missions for ICS/OT (operations technology) compared to traditional information technology (IT) security.
https://www.sans.org/posters/the-differences-between-ics-ot-and-it-security/
:books:


Cyber incidents in an IT business network typically results in business applications being shut down or unavailable, which impacts the Availability pillar in the C.I.A. Triad. Data corruption or data loss/breach or ransomware are also possible and typical for IT, affect the Integrity and/or Confidentiality pillars of the C.I.A. Triad.

To illustrate the impact differences, let us take the example of the increased deployment of Ransomware in recent years (Darkside, Locky, LockerGoga, etc.,) on IT networks, vs. the TRISIS ICS malware targeting an oil and gas control network in 2017.

Ransomware can shutdown digital business functions that IT is meant to support. Some digital applications that assist the OT operations may also be impacted, potentially impacting ICS shipping/billing and logistic systems. In both cases, one or more of the Triad pillars are affected.

SIS (Safety Instrumented Systems) are designed to; 1. Keep people and workers in ICS safe, and 2. Protect and keep physical engineering assets and property safe. In the case of TRISIS – ICS specific malware designed to targeted SIS controllers, loss of life was not only targeted, but was likely if not for a bug in the TRISIS attack code.
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At a Glance…
IT Systems ICS/OT Systems

System Availability Low/Moderate 24 x 7 x Forever
Data Integrity Low/Moderate Very High
Data Confidentiality Low-High Low
Time Criticality Outages/delays tolerated Critical
Operating Systems COTS COTS, RTOS, Embedded
Interoperability Indifferent Critical
Patching Frequent Infrequent/Impossible
Endpoint Protection Common Difficult/Impossible
Network Detection Common Uncommon
User authentication Common Uncommon/Impossible
Lifecycle 3-5 years 10-30+ years
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Presenter Notes
Presentation Notes
A GOOD SLIDE TO NOTE FOR LATER REFFERENCE
CONSTRAINS WE HAVE AS ICS SECURITY LEADERS
SHOWS MANY TIMES IT PROTECTIONS… WILL JUST BREAK THE ICS!
PICK ON:
AVAILABILITY
OPERATING SYSTEM
ENDPOINT PROTECTION
NETWORK DETECTION IDS. VS IPS 
USER AUTHENTICATION
LIFECYCLE
PATCHING



:books:
The Differences Between ICS/OT and IT Security 
This SANS industrial control systems (ICS) poster offers guidance on defining the differences between cybersecurity defense methodologies, security controls, safety, impacts, skill sets, and the security missions for ICS/OT (operations technology) compared to traditional information technology (IT) security.
https://www.sans.org/posters/the-differences-between-ics-ot-and-it-security/
:books:


Understanding the ICS-specific controls and capabilities is important for security. For one final time, let’s review the constrains we have as ICS security leaders – and why IT-centric solutions will just, many times, not work in our environments. 
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ICS #1 Goal – Safety of People: The Process

Confidentiality

Integrity

Availability 

Availability

Integrity

Confidentiality

IT ICS ICS

SAFETY!

Integrity

Availability

Confidentiality
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Presenter Notes
Presentation Notes
LET’S CONSIDER SOMETHING:

CONSIDER THE ENTERPRISE OR IT ENVIRONMENT HAS ALWAYS EFFECTIVELY PRIORITIZED THE “TRIAD” OF C.I.A – CONFIDENTIALITY, INTEGRITY AND AVAILABILITY – WELL FOR DECADES!

WHAT DOES ICS/OT PRIORITIZE IN THAT TRIAD?

OT/ICS PRIORITIZES SAFETY ABOVE ALL!
THEN PRIORITIZES OPERATIONAL AVAILABILITY
INTEGRITY OF THE ENGINEERING PROCESS
CONFIDENTIALITY 
IT IS NOT THAT CONFIDENTIALITY IS NOT IMPORTANT INSIDE ICS, IT IS JUST FAR LESS OF IMPORTANCE IN AN INDUSTRIAL ENVIRONMENT WITH SO FEW USERS, ON INDUSTRIAL NETWORKS 

THE ULTIMATE GOAL FOR ICS: / IDEAL STATE IS:
Integrity – so we can trust the control system
Availability – of a trustworthy control system that supports safety, then 
Confidentiality – Of commands and sensitive data going external to the ICS to start, but authentication of commands is a great step





Consider that the enterprise or IT environment has always effectively prioritized the “Triad” of C.I.A – Confidentiality, Integrity and Availability.

OT/ICS prioritizes Safety above all, then prioritizes operational availability, integrity of the engineering process, and less about confidentiality from within the ICS environment. This is because IT and ICS have difference risk surfaces. Of course, confidentiality, such as commands and sensitive ICS data traversing third party internet links to/from remote ICS sites is very important to protect. Encryption to protect the confidentiality of traffic/commands/telemetry data ICS-site-to-ICS-site should be deployed.

It is not that confidentiality is not important inside ICS, it is just far less of importance in an industrial environment with so few users, on industrial networks. In addition, as a low-risk risk surface, even if encryption is deployed between ICS assets and control networks broadly, it does not also render a more secure environment. In fact, it could introduce unintended consequences that presents a much higher risk than the protection through data confidentiality controls.

As mentioned, site-to-site secure challenges using encryption can be very effective. However, secure authentication of ICS commands is worthwhile exploring, only after ICS specific or adapted defenses are established starting with; Network Architecture, Passive Defenses, and a solid deployment of ICS Network Security Monitoring conducted daily by trained ICS Security defenders using ICS protocol aware tools. 

The priority in IT tends to be Confidentiality, Integrity, and Availability.

A fine goal in ICS is Availability, Integrity, Confidentiality.
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IT Security, ICS/OT Security Controls Compared

SECURITY CONTROL IT ICS/OT
Antivirus Signatures, heuristics - 

Quarantine
Whitelisting - Alerting

Firewalls Segment - users, servers Segment - business, process zones, 
Int. - PURDUE

Vulnerability Scanning Regular internals, automated Tested, run during maintenance 
window. Passive options.

Security Awareness IT Users - Email, Data xFer, Web 
Surfing

Safety, Transient Devices, 
Architecture, Remote Access

Event Detection Windows Event Logs, FW ACLs RTU/PLC Changes, ICS Protocol 
Abuse

Incident On Asset Wipe it! Patch It! Redeploy It! Contain, Run ICS operations, clean 
next maint.

Patching Monthly like clock work Less frequent, compliance 
controlled

Network IDS/IPS Intrusion Prevention System Intrusion Detection System
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A GOOD SLIDE TO NOTE FOR LATER REFFERENCE
CONSTRAINS WE HAVE AS ICS SECURITY LEADERS
SHOWS MANY TIMES IT PROTECTIONS… WILL JUST BREAK THE ICS!
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AVAILABILITY
OPERATING SYSTEM
ENDPOINT PROTECTION
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LIFECYCLE
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:books:
The Differences Between ICS/OT and IT Security 
This SANS industrial control systems (ICS) poster offers guidance on defining the differences between cybersecurity defense methodologies, security controls, safety, impacts, skill sets, and the security missions for ICS/OT (operations technology) compared to traditional information technology (IT) security.
https://www.sans.org/posters/the-differences-between-ics-ot-and-it-security/
:books:
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Safety of People and Physical Industrial Assets (3)

Moving Data vs. Enabling Physics 

• Primary technical 
differences between IT 
and OT exist in these 
six areas:

Safety

Skill Sets

System 
DesignsSupport

Cyber 
Security 
Controls

Security 
Incident 

Response
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Presenter Notes
Presentation Notes
We must consider differing approaches :
Safety – for facility workers, customers, the environment. - PEOPLE

ICS Incident Response – Instead of CIA, it’s AIC, ideally IAC and “FIGHTING THROUGH THE ATTACK IN ICS” rather than ‘unplug, wipe, redeploy”

Support – Engineering systems, embedded devices, ICS protocols, proprietary systems, infrequent maintenance windows

System Designs – Engineering system designs, network architecture protecting engineering devices – not users and protects more than a few WINDOWS devices here and there.

Security Controls – What works in IT Security directly placed into ICS will disrupt the process and the control system functionality.

SKILL SETS – Combination of security, engineering, safety?

SO HOW DO WE KNOW IF OUR ORGANIZATION UNDERSTANDS THESE DIFFERENCES?

These primary differences between IT and OT industrial systems drive differing system designs, support, and cybersecurity and cyber incident response practices, further illustrating that security controls from each area does not directly translate into a ‘drop-in replacement’ for the other.

We must consider differing approaches to when it comes to:
Safety – for facility workers, customers, the environment. 
Security Incident Response for the Industrial environment – Instead of CIA, it’s AIC, ideally IAC.
Security Controls – What works in IT Security directly placed into ICS will disrupt the process and the control system functionality.
Support – Engineering systems, embedded devices, ICS protocols, proprietary systems, infrequent maintenance windows
System Designs – Engineering system designs, network architecture protecting engineering devices instead of user machines etc.
Skill Sets – The education, specific training and knowledge for ICS security, and the engineering understanding of how the ICS/OT processes function for your business and in the facilities.





THE 5 ICS
CYBERSECURITY
CRITICAL
CONTROLS

• When managers & practitioners come 
together, they naturally want to try to 
help in some way

• Other things exist and work, but….. 
there is always a “but…”

• Need for Action

Presenter Notes
Presentation Notes
SO…. WE HAVE REFINED AND FOCUSED ON VERY SPECIFIC TOP AREAS WE RECOMMEND ACTIONING NOW OR WITHIN THE NEXT 6-12 MONTHS FOR SURE!...... 
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Five Critical Controls for ICS/OT Cybersecurity

21



ICS Incident 
Response

• This is not your IT Incident Response 
Plan

• Having a plan that is hidden is not 
helpful

• Exercising and testing the plan is 
necessary

• Exercising real world scenarios will 
prepare the team
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OT Incident Response Scenarios

23
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OT Incident Response

24
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Breaking Down the ICS Assets Into Their Atomic Elements

• Determining the fundamental 
building blocks within the ICS 
environment

• Practice rebuilding a system so 
you can when you are forced 
to do so

• Document and store 
configurations changes

• What O.S. tweaks did 
you do to get the 
applications running

• What firmware levels 
are the devices running 
at?  Can you still get the 
running system 
firmware?

• Licensing

- Firmware
- Program
- Data
- Configuration
- Design Software

PLC

HMI - Firmware
- Program
- Receipt Data
- Configuration
- Design Software

Smart Valves
- Firmware
- Configuration
- Design Software

Switches, Routers and Firewall
- Firmware
- Configuration
- Design Software

Server(s) and Applications
- Operating System
- O.S. Patches
- Applications
- Application Patches
- What “tweaks” were 

required to get the 
applications running

25

Presenter Notes
Presentation Notes
BRIEF THE SLIDES AND THE ASSETS 
THEN
THE TAKEAWAYS:
ICS INCIDENT RESPONSE:
Determining the fundamental building blocks within the ICS environment
Practice rebuilding a ENGINEERING system so you can when you are forced to do so!!! WHEN THE ADVERSARY 
Document and store configurations changes – SETPOINTS, RTU CONFIGS, PLC PROJECT FILES ETC.
What O.S. tweaks did you do to get the applications running
What firmware levels are the devices running at?  Can you still get the running system firmware?
Licensing







Defensible 
Architecture

• Segmentation means many things to 
many people

• All other controls will intertwine with 
this one

• Architecture that supports 
cybersecurity capabilities
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FUNDING BASED ON THREATS?

FUNDING TO PROTECT THE 
ACTUAL BUSINESS?

IT SECURITY

HISTORIAN

OT
IT

SCADA 
& HMI 

PLCs RTUs

REMOTE SITE

DCS 
CONTROLLERs PLCs

HOST LOG 
COLLECTORS

SIS

SOC SIEM

HMI &
SERVERS

SENSORS ACTUATORS
LOCAL PLANT

SENSORS ACTUATORS

JUMP SERVER, 
AV, PATCH

Basic 
Control

LEVEL 4
Enterprise

Operations 
Systems

Supervisory 
Control

Physical
Process

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

DMZ

LEVEL 3.5

WEB 
SERVERS

LEVEL 5
Internet 

DMZ

E-MAIL 
SERVERS

Presenter Notes
Presentation Notes
* SO IF WE APPLY SOME OF THESE TERMS TO ASSETS AND LEVELS OR ZONES INSIDE THE ICS NETWORK WE HAVE AN ORGANIZATION NETWORK INCLUDING THE ICS – ALIGNED WITH THE PURDUE MODEL.

* WHERE IS YOUR SECURITY BUDGETS SPENT?
* CHECK THESE BOXES – MOST ARE NOT INSIDE THE ICS.
- RECOMMEND ASKING THIS QUESTION IN YOUR ORGANIZATION



ICS Network 
and Visibility 
Monitoring

• Why this was identified…. Not driven 
exclusively by day jobs

• Not just enterprise solutions

• ICS protocol specific capabilities

• Operationalized response actions

• Best fit deployment and solutions
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Presenter Notes
Presentation Notes
THIS IS A POSITIVE SLIDE! LOOK AT ALL OF THE TIME AND OPPORTUNITIES THERE ARE TO STOP THE ADVERSARY!

BRIEF SLIDE

WE HAVE SO MUCH MORE TIME TO DETECT THE ADVERSRY BEFORE THEY CAN ACTUALLY HAVE AN IMPACT!

ICS DEFENSE IS ACTUALLLY MORE DOABLE THAN IT SECURITY, PERIOD! STATIS ENVIRONMENTS, FAR FAR FAR FEWER USERS CONNECTING TO THE INTERNET, ZERO USERS GOING TO FACEBOOK/YOUTUBE AND CHECKING EMAIL FROM THE ICS – BUT IF YOU DO THIS FROM YOUR ICS – PLS CONNECT WITH ME ON THE BREAK!  
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Visibility focus Across IT and OT

IT SECURITY

HISTORIAN

OT
IT

SCADA 
& HMI 

PLCs RTUs

REMOTE SITE

DCS 
CONTROLLERs PLCs

HOST LOG 
COLLECTORS

SIS

SOC SIEM

HMI &
SERVERS

SENSORS ACTUATORS
LOCAL PLANT

SENSORS ACTUATORS

JUMP SERVER, 
AV, PATCH

Basic 
Control

LEVEL 4
Enterprise

Operations 
Systems

Supervisory 
Control

Physical
Process

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

DMZ

LEVEL 3.5

WEB 
SERVERS

LEVEL 5
Internet 

DMZ

E-MAIL 
SERVERS

• Attacks from corporate IT 
networks that pivot to OT

• Attacks from vendor 
support IT networks that 
pivot to remote OT 
environments

30
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Visibility focus Across IT and OT

IT SECURITY

HISTORIAN

OT
IT

SCADA 
& HMI 

PLCs RTUs

REMOTE SITE

DCS 
CONTROLLERs PLCs

HOST LOG 
COLLECTORS

SIS

SOC SIEM

HMI &
SERVERS

SENSORS ACTUATORS
LOCAL PLANT

SENSORS ACTUATORS

JUMP SERVER, 
AV, PATCH

Basic 
Control

LEVEL 4
Enterprise

Operations 
Systems

Supervisory 
Control

Physical
Process

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

DMZ

LEVEL 3.5

WEB 
SERVERS

LEVEL 5
Internet 

DMZ

E-MAIL 
SERVERS

• Attacks targeting trusted 
communications and 
applications 
communicating in and out 
of ICS environments

31
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Visibility focus Across IT and OT

IT SECURITY

HISTORIAN

OT
IT

SCADA 
& HMI 

PLCs RTUs

REMOTE SITE

DCS 
CONTROLLERs PLCs

HOST LOG 
COLLECTORS

SIS

SOC SIEM

HMI &
SERVERS

SENSORS ACTUATORS
LOCAL PLANT

SENSORS ACTUATORS

JUMP SERVER, 
AV, PATCH

Basic 
Control

LEVEL 4
Enterprise

Operations 
Systems

Supervisory 
Control

Physical
Process

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

DMZ

LEVEL 3.5

WEB 
SERVERS

LEVEL 5
Internet 

DMZ

E-MAIL 
SERVERS

• Attacks utilizing 
engineering workstations 
to obtain connectivity, 
and configurations to 
develop or inform an ICS 
attack

• Attacks that mis-operate 
the control system 
through an operator 
workstation

• Attacks sending 
manipulated commands 
directly to field devices

32



SANS ICS | sans.org/ics

Visibility focus Across IT and OT

IT SECURITY

HISTORIAN

OT
IT

SCADA 
& HMI 

PLCs RTUs

REMOTE SITE

DCS 
CONTROLLERs PLCs

HOST LOG 
COLLECTORS

SIS

SOC SIEM

HMI &
SERVERS

SENSORS ACTUATORS
LOCAL PLANT

SENSORS ACTUATORS

JUMP SERVER, 
AV, PATCH

Basic 
Control

LEVEL 4
Enterprise

Operations 
Systems

Supervisory 
Control

Physical
Process

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

DMZ

LEVEL 3.5

WEB 
SERVERS

LEVEL 5
Internet 

DMZ

E-MAIL 
SERVERS

• Attacks on supply chain 
lifecycles

• Attacks over direct OEM 
access paths

• Attacks directly targeting  
process controls – Access, 
Denial, Manipulation

• Combination attack 
targeting equipment

33



Secure 
Remote Access

• This is a large problem across the ICS 
global community

• This problem has gotten worse with the 
pandemic

• Traditional IT solutions help with this 
problem in ICS

• ICS has unique external connectivity 
concerns



Evolution of Industrial Control Systems – and Connectivity 

Source: Dragos
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Presenter Notes
Presentation Notes
Before the widespread adoption of the Internet, industrial control systems (ICS) and operational technology (OT) environments in many organizations were isolated from external networks, often referred to as being "air-gapped".
Consequently, securing these networks from external threats was not a primary concern, as the lack of connectivity significantly reduced the risk of cyber intrusion.
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Presenter Notes
Presentation Notes
This is a large challenge across WATER AND WASTE WATER FACILITIES ---- AND  ALL ICS FACILITIES globally
This challenge has gotten more challenging with the pandemic
ICS has unique external connectivity concerns and more remote access for things like:
Ongoing maintenance
Vendor access for updates
Monitoring
And maintenance etc.





Risk Based 
Vulnerability 
Management

• Some cases patching is necessary

• More often the identified vulnerability 
does not add new risk

• Some cases the risk to operations from 
patching is worse than the risk of not 
patching
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RISK-BASED VUL. MANAGEMENT – PATCHING CONSIDERATIONS

38

Patching is not the only answer
• Some cases patching is necessary
• More often the identified vulnerability does not add new risk
• Some cases the risk to operations from patching is worse than the risk of 

not patching
• Best patch in engineering scheduled maintenance windows
• Take a risk-based (prioritized approach to ICS patching, always)

Presenter Notes
Presentation Notes
PATCHING ICS REMAINS IMPORTANT
With the ICS Cybersecurity Critical Control of risk-based vulnerability management, it’s important to understand the ICS environment has a much different risk surface than IT environments do.

Patching IN ICS IS NOT the only answer

Some cases patching is necessary

More often the identified vulnerability does not add new risk

Some cases the risk to operations from patching is worse than the risk of not patching

A mature risk-based ICS vulnerability management program would focus on strategically patching vulnerabilities and implementing safety-informed mitigations during pre-scheduled engineering maintenance windows, while actively monitoring for signs of pre-attack elements.
Ultimately, mature teams that prioritize safety need to ask: Do the engineering and operational needs outweigh the risk of a potential identified vulnerability within the control system being accessed and successfully exploited that could cause an unwanted impact?

LET’S GET DEEPER INTO THIS AND PROVIDE A PRIORITIZED APPROACH FOR CONSIDERATION.




RISK-BASED VUL. MANAGEMENT – PATCHING CONSIDERATIONS
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Presenter Notes
Presentation Notes
THERE IS A RECOMMENDED PATCH APPROACH
BUT WHAT MAKES THIS RISK-BASED – IS THE ASSESSMENT REQUIRED WHERE ENGINEERING ARE LEADING THE CHARGE INSIDE THE ICS
ONCE PATCHING IS DEEMED TO BE REQUIRED – ONLY AFTER ANALYSIS ON THE ICS SPECIFIC RISK SURFACE THE FLOW CHART CAN BE UTILIZED

START WITH IDENTIFICATION OF VULNERABILIITES
DISCOVERY IF PATCHES ARE AVAILIBLE
DOES IT AFFECT YOUR ICS FACILIITES
ASSESS IF THERE IS A WORK-AROUND AVAILAIBLE
***FULLY UNDERSTAND – USING AN ENGINEERING AND SAFETY RISK-BASED APPROACH – ARE OPERATIONAL NEEDS GREATER THAN THE POTENTIAL OF A COMPROMISE occurring WITH IMPACT OF A VULNERABILITY AFTER BECOMING EXPLOITED
DETERMINE THE COURSE OF ACTION
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Presentation Notes
AGAIN An ICS risk evaluation would consider the probability of an adversary getting access to vulnerabilities with tested exploits, pre-positioning them, executing them successfully, and leveraging some kind of additional access or access control privilege for follow-on action and impacts. 

The scheduling, however, should always take into consideration the engineering impacts of downtime due to patch deployments and assorted workarounds vs. the potential for an adversary to: 
Get into your ICS environment 
Find a vulnerability 
Create an exploit 
Test the exploit 
Pre-position the exploit 
Successfully execute the exploit to enable follow-on power grid impacts 

ALWAYS CONSIDER THESE ELEMENTS FOR THE PROPER APPROACH TO RISK-BASED VUL. MANAGEMENT TO YOUR WATER SYSTEMS.




THE REQUIRED
Leadership Role

• Top level support and buy in is required

• This is not purely a technical problem to 
solve

• These controls cannot be viewed as a 
project to be completed, there are ongoing 
operational process elements

• There is a balance of the 5 controls and 
leadership enabling actions



LEADERSHIP
TAKE AWAYS

Strategic Move #1
Position the team and budget for the highest return on 
investment by focusing first on network architecture. All 
defense controls and processes built on top of a strong 
network architecture, and strictly controlled segmentation 
from hostile networks, will have a much higher return on 
investment and protect that which matters most. Other add-
on benefits are for containment during industrial incident 
response conditions.

Strategic Move #2
As a leader in ICS cyber risk management, position your team 
to be recognized as enabling engineering tasks and supporting 
operations staff. ICS/OT network visibility is not just about ICS 
security and industrial incident response. Ensure all the 
benefits of ICS/OT network-specific visibility are known, 
communicated to the teams, and support a budget for this 
type of technology.
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• SANS FIVE ICS Cybersecurity Critical Controls

Dean Parsons

THANK YOU!

ICS DEFENSE IS DOABLE! 

Presenter Notes
Presentation Notes
THE FIVE ICS CYBERSECURITY CRITICAL CONTROLS ARE:

OVERALL, THESE 5 ICS CONTROLS PRIORITIZED AMONG ALL OTHER CONTROLS THAT COULD BE DEPLOYED TO PROTECT CRITICAL INFRASTRUCTURE. THIS IS BASED ON ICS SPECIFIC THREAT INTELLIGENCE – THAT IS SANS RESEARCH AND KNOWLEDGE OF TRACKING ICS ADVERSARIES IN THE FIELD AND KNOWING HOW TO CRAFT AND EXECUTE ICS ATTACKS.

THEY ARE:
ICE-SPECIFIC INCIDENT RESPONSE PLAN
DEFENSIBLE ICS NETWORK ARCHITECTURE
ICS NETWORK VISIBILITY AND MONITORING
ICS SECURE REMOTE ACCESS
RISK-BASED ICS VULNERABILITY MANAGEMENT

THESE SET OF 5 CONTROLS FOR ICS CAN BE APPLIED TO ANY ICS SECTOR. IN THESE MODULES WE ARE TAILORING THEM A LITTLE TO APPLY TO THE WATER AND WASTEWATER SECTORS.




SANS ICS

• © SANS ICS

• SANS FIVE ICS Cybersecurity Critical Controls

Dean Parsons

ANY QUESTIONS?

ICS DEFENSE IS DOABLE! 

Presenter Notes
Presentation Notes
THE FIVE ICS CYBERSECURITY CRITICAL CONTROLS ARE:

OVERALL, THESE 5 ICS CONTROLS PRIORITIZED AMONG ALL OTHER CONTROLS THAT COULD BE DEPLOYED TO PROTECT CRITICAL INFRASTRUCTURE. THIS IS BASED ON ICS SPECIFIC THREAT INTELLIGENCE – THAT IS SANS RESEARCH AND KNOWLEDGE OF TRACKING ICS ADVERSARIES IN THE FIELD AND KNOWING HOW TO CRAFT AND EXECUTE ICS ATTACKS.

THEY ARE:
ICE-SPECIFIC INCIDENT RESPONSE PLAN
DEFENSIBLE ICS NETWORK ARCHITECTURE
ICS NETWORK VISIBILITY AND MONITORING
ICS SECURE REMOTE ACCESS
RISK-BASED ICS VULNERABILITY MANAGEMENT

THESE SET OF 5 CONTROLS FOR ICS CAN BE APPLIED TO ANY ICS SECTOR. IN THESE MODULES WE ARE TAILORING THEM A LITTLE TO APPLY TO THE WATER AND WASTEWATER SECTORS.
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