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•  Onondaga	County	Water	Authority	

•  Located	in	Central	New	York	

•  Formed	in	1951	as	a	Public	Benefit	CorporaAon	
–	NYS	Authority	Law	

•  Began	operaAon	in	1955	aSer	purchase	of		New	
York	Water	Service’s	Assets		

•  Provided	water	to	suburbs	of	Syracuse,	NY	

	What	is	OCWA	



OCWA	System	Overview	
•  Total	system	delivery	–	38	MGD		

•  From	OAsco	Lake	WTP	–	18	MGD	

•  From	Lake	Ontario	–	19	MGD	

•  From	Skaneateles	Lake		–	1	MGD	

•  PopulaAon	served	–	500,000	
•  Storage	faciliAes	–	54	
•  Pumping	faciliAes	–	47	

•  2,040	miles	of	water	main	

•  13,000	fire	hydrants	
•  70	+	Pressure	Zones	
•  175	Sites	





OCWA’s	Con$nuous	Growth	and	Consolida$on	
•  OCWA	conAnues	to	expanded	in	Central	New	York	
•  Now	serves	a	5	County	area	including	porAons	of	Onondaga,	
Oswego,	Madison,	Cayuga,	and	Oneida	CounAes	

•  One	of	the	largest	Public	Water	Suppliers	in	the	NY	State	



OCWA	Sta$s$cs	
•  ~	102,000	+		Customer	Accounts	Served	
•  ~	340,000	People	Supplied	Water	

•  38	Million	Gallons	of	Water	Delivered	
Each	Day	

•  2,000	+		Miles	of	Water	Main	Maintained	

•  1	Treatment	Plant	

•  54	Tanks		
•  41	Pump	StaAons	

•  70	Pressure	Zones	Operated	
•  175	Sites	



Risk	Analysis	and	Management	for	
Cri$cal	Asset	Protec$on	(RAMCAP®)	
In	May	4,	2010	the	RAMCAP	Standard	for	Risk	
and	Resilience	Management	of	Water	and	
Wastewater	Systems	Using	the	ASME-ITI	
RAMCAP	Plus	Methodology	was	published	

Tools	to	help	develop	a	risk	assessment	
become	available	including:		

1.		Risk	Assessment	Methodology—Water	
(RAM-W™)			

2.		Vulnerability	Self-Assessment	Tool™	
(VSAT™)		



Vulnerability	Self-Assessment	Tool	
(VSAT)	6.0	
EPA	developed	the	
Vulnerability	Self-Assessment	
Tool	(VSAT)	to	assist	water	
and	wastewater	uAliAes	of	all	
sizes	with	determining	
vulnerabiliAes	to	both	man-
made	and	natural	hazards	
and	with	evaluaAng	potenAal	
improvements	to	enhance	
their	security	and	resiliency.		



Risk	Assessment	Criteria	is	not	a		
Good	Match	for	OCWA	
•  Stand-alone	database,	not	
integrated	with	other	systems	

•  Difficult	to	manage	a	large	
number	of	assets	/	sites	

•  No	tracking	of	status	of	
recommendaAons	

•  LimiAng	in	how	risk	was	
captured	



OCWA’s	Maximo	Asset	Management	
System	
Implemented	in	
2003	–	a	central	
component	for	
their	operaAons		
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Risk	Assessment	
Assess	the	Consequence	of	a	

Successful	Threat	and	Likelihood	it	
is	Going	to	Occur	

1



Risk	Characteriza$on	
	
	
R	=	C	x	V	x	T,	where		

Consequence	(C)	is	the	result	of	an	event	occurrence,	including	
immediate,	short-	and	long-term,	direct	and	indirect	losses	and	
effects.		

Vulnerability	(V)	in	VSAT	is	viewed	as	a	funcAon	of	countermeasure	
capabiliAes	to	withstand	a	threat.	

	-	Assessment	of	Counter	Measures	
Threat	Likelihood	(T),	also	referred	to	as	the	probability	of	
occurrence,	is	the	probability	of	the	event	occurring.		



1.  Consequence	ReducAon	
2.  Delay	
3.  DetecAon	
4.  Response	
5.  Other	

Five	Classifica$ons	of	
Countermeasures	



Countermeasures	



Countermeasure	Assessment	



								

2 Countermeasure	
Assessment	

A	measure	or	ac$on	taken	to	
counter	or	offset	a	threat	



OCWA	VAS	Business	Process	Onondaga	County	Water	Authority	Vulnerability	Assessment	Process
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3	
Improve	and	Implement	

Counter	Measures		
(Work	Orders)	and	Capital	
Planning	Priori$za$on	

Plan,	Do,	Check,	Act	



Priori$za$on	of	Resources	
Perform	Vulnerability	
Assessment		
• Analyze	All	Hazard	Risk	for	Each	
Site	

•  Inspect	and	Score	
Countermeasures	for	Site	

IdenAfy	Follow-up	AcAons	
• Small	Tasks	–	O&M	Work	Orders	
• Large	Tasks	–	Capital	Projects	

PrioriAze	AcAons	
• Execute	Work	Orders	Focusing	
on	High	Risk	

• Rank	Projects	by	Risk	ReducAon	

Repeat	Every	3	years	
(~215	Sites)	



Track	Progress	of	Site	Assessments	



Templates	of	Counter	Measure	Work	
1.  IdenAfy	generator	requirements	

a)  Type	of	generator	for	the	site	(fuel)	
b)  RPM,	frequency	
c)  LocaAon,	enclosures	
d)  Kilowar	raAng,	efficiency	
e)  Number	of	phases,	power	factor	
f)  Controls,	related	switchgear	
g)  Transfer	switching	and	
h)  Duty,	starAng	condiAons,	etc.	

2.  Find	locaAon	on	site	for	generator	



Detailed	Tracking	of	Risk	Reduc$on	Costs		
Work	Orders	and	Capital	Projects	



GIS	Mapping	Integra$on	to	Maximo	



“Real–Time”	Reports	of		
Risks	and	Vulnerabili$es	



Detail	Risk	and	Threat	Analysis	
Natural	Hazard	-	Ice	Storm	

Process	Sabotage	-	
Cyber	-	Outside	

Malevolent	Threats	/	
Marine	Afack	(boat)	



Risk	Calcula$ons	Updated	Every	Day	
•  IdenAficaAon	of	new	
vulnerabiliAes	
•  Each	site	assessed	every	3-years	

• Allows	for	ongoing	evaluaAon	of	
related	capital	needs	

•  ImplementaAon	of	new	
countermeasures	

• Flexibility	to	adopt	and	address	
criAcal	needs	in	a	more	Amely	
manner	

• Re-assessment	of	the	Likelihood	–	
based	on	experience	and	changing	
situaAons	



4 Quan$fying	Risk	



J100	Vulnerability		
Assessment	Approach	



Risk	Assessments	Now	Part	of	Design	
Reviews	

R	=	C	x	V	x	T	
	
•  Consequence	(C)	is	the	result	of	an	event	occurrence,	including	immediate,	short-	and	

long-term,	direct	and	indirect	losses	and	effects.		

•  Vulnerability	(V)	in	a	funcAon	of	countermeasure	capabiliAes	to	withstand	a	threat.	

•  Threat	Likelihood	(T),	also	referred	to	as	the	probability	of	occurrence,	is	the	probability	
of	the	event	occurring.		



Mul$	Discipline	Assessment	of	the	Risks	
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Con$nuous	Improvements,		
Not	Just	a	Snapshot	Program 

Ques$ons	



Risk	–	Organiza$on	of	Threats	
	
	



Risk	–	Consequences	of	Occurrence	
	
	
OCWA	Consequences	of	Failure	 Weigh$ng	
J100	 FataliAes	 1%	
J100	 Serious	Injury	 1%	
J100	 Financial	Losses	to	the	OCWA	 1%	
J100	 Economic	Loss	to	Region	 1%	
J100	 Environmental	Impacts	 1%	
J100	 Loss	of	Public	Confidence	 1%	
J100	 InhibiAng	NaAonal	Defense	or	Government	 1%	

OCWA	

Overall	Impact	to	Service	
1-Adequate	supply	of	safe	water	
2-Adequate	supply	of	safe	water	to	meet	emergency	needs	
3-Parts	of	system	w/o	water	
4-Contaminated	water	available	for	fire	fighAng,	sanitary	purposes	
5-No	water	available	

53%	

OCWA	

Size	of	Service	Area	
1	-	<	2,500	customers	
2	-	2,500	-	5,000	
3	-	5,000	-	10,000										
4	-	10,000	-	25,000		
5	-	>	25,000		

40%	



Risk	–Likelihood	of	Occurrence	
Scale	(0	-	5)	

0	-	Will	Never	Occur	

1	-	every	100	years	

2	-	Every	25	Years	

3	-	Every	5	Years	

4	-	Every	Year	

5	-	MulAple	Occurrences	Per	
Year	



Organize	and	Confirm	all	Sites	



Risk	Data	Loaded	into	Maximo	
	
	

175	Sites	x	25	Threats	=		
4,375	Threat-Asset	Pairs	
Each	Asset	Pair	–	15	Parameters	



Effec$veness	of	Countermeasures	
to	Safeguard	from	Threats	


